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Teachers Training Faculty

Univeristy of Belgrade

Outsourced ICT department
Microsoft based ICT infrastructure
Windows Server 2008 HyperV
ISA Server as Firewall and Proxy
Virtualized:

0 Domain Controller

0 SQL Server

0 Exchange Server

o0 IIS Server

0 User-state virtualization

Public address on ISA Server, NAT on LAN




Partof Ent husi offer!

A Outsourcing service of:
d Monitoring d Reporting d Alerting (24/7/365)
d Proactive scripting

HW/SW Assett Management
Information Security Management...

To o

A Monitoring/Alerting/Reporting d o n 8 t Admeirepdvileges

A Proactive Scripting needs Admin privileges
vumo@




How Does the Solution Work| ?

——

@jt Enthusio™ MSP [ Internet
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\l/ \l/ Network Management with
Server Only Management Network Management with ~ Multiple PCs, servers, VoIP
Multiple PCs and servers and IP video

Enthusio™ MSP
on-site software

Enthusio™ MSP§ Enthusio™ MSP
on-site software i on-site software

Agentless
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Devices: 13 (5/13)

IP Addresses: 21 (5/16)

WHMI Enabled: 7

Network Operations Cente

SNMP Enabled: 2

Excluded Devicg

(Al [Al) R

[ No DS\ SHNMPF name 192.168.21.1723 113 X ~ [1]

&% | No DNS\SNMP name 192.168.21.131 9.9 X X [V}
G No DNS\SNMP name 192.168.21.125 Hardware: Intel64 Family 6 Model 15 Stepping 11 AT/AT COMPATIBLE - So... 12.0( * 1]
] OFFICE 192.168.21.53 Microsoft® Windows Vista™ Ultimate 42.1| Ny 5
O %}:v:ﬁ:zﬁ % Microsoft(R) Windows(R) Server 2003 Enterprise x64 Edition 3340.4| x 9
G RICOH 192.168.21.74 RICOH Aficio 3035 1.24.1 / RICOH Network Printer C model / RICOH Netw... 232.9( X W o
] MAXIMUS 152.168.21.201 Microsoft® Windows Vista™ Ultimate 36.5| v 5
] yutro-storage.vutro.com 192.168.21.250 343.5| X X o
o ModularServer 192.168.21.252 Intel Modular Server System 343.5| X vy o
O %\'ﬂ::zﬁ % Microsoft(R) Windows(R) Server 2003 Enterprise %64 Edition 296.6| x 8
o %% % Microsoft(R) Windows(R) Server 2003 Enterprise x54 Edition 511.9( * 4
G Lexmark-C510 192.168.21.95 Lexmark C510 wersion 89.10.12 kernel 2.4.0-test6 All-N-1 233.1|| X o o
i} apc-rt6000.yutro.com 192.168.21.251 APC Web/SNMP Management Card (MB:v3.9.2 PF:v3.6.1 PN:apc_hw02_aos.., 343.5( X vy o
G SRW2024 192.168.21.240 24-Port 10/100/1000 Gigabit Switch w/WebView 343.5| X o o
O SonicWall TZ180W 192.168.21.254 SonicWALL TZ 180 Wireless Enhanced (SonicOS Enhanced 4.0.1.3-46e) 330.6| X v o
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Alerts Viewer

Last Update: Wed May 13 03:19:21 UTC+0200 2009

: ; ! All sounds -

Active Alerts Site Not Communicating Alerts _ Sorted By: Time Of Alert

4.5.2009 8:22:31 Device Down Firewall Down Alert

4,5.2009 8:24:45 YUTRO.com msl.yutro.com 05 Logicallisk C: % Free Space

4,5.2009 8:31:29 YUTRO.com ms3.yutro.com Application Failed to obtain IF Addresz of AD Server

4,5,2009 8:45:30 YUTRO.com ms3.yutro.com Application Mot all of the selected engines enabled for updates successfully updated at the last attempt.
4,5.2009 9:23:15  YUTRO.com OFFICE Security Windows Defender Scan Started

4.5.2009 9:35:20 YUTRO.com OFFICE Security Windows Defender Scan Completed Alert

5.5.2009 2:22:07 YUTRO.com MAXIMUS Security Windows Defender Scan Started

5.5.2009 2:24:08 YUTRO.com MAXIMUS Security Windows Defender Scan Completed Alert

5.5.2009 11:51:27 YUTRO.com ms3.yutro.com Application Microsoft Forefront Server Security encountered an error while performing a scan engine update
5.5.2009 17:18:10 YUTRO.com MAXIMUS Security Virus Detected, file deleted Successfully

£.5.2009 12:34:28 YUTROQ.com msl.yutro.com Security Unable To Scan Alert

6.5.2009 12:34:28 YUTRO.com msl.yutro.com Security Checl Failed Critical Alert

6.5.2009 12:34:28 YUTRO.com msl.yutro.com Security Check Failed Mot Critical Alert

6.5.2009 12:34:28 YUTRO.com ms2.yutro.com Security Check Failed Critical Alert

6.5.2009 12:34:28 YUTRO.com ms2.yutro.com Security Checl Failed Mot Critical Alert

6.5.2009 12:34:28 YUTRO.com msl.yutro.com Security Best Practice Alert

£.5.2009 12:34:28 YUTROQ.com msl.yutro.com Security Check Mot Performed Alert
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Network Services L7

Browse By: @ Site () Service Group Site: YUTRO.com - Site Group: Mo Fitter A

apc-rt6000.yutro.com 192.168.21.251 LAY (4] Totz
Lexmark-C510 192.168.21.95 oo

ms3.yutro.com 192.168.21.245 (] o [ & 4] 4]
ModularServer 192.168.21.252 oo

msi.yutro.com 192.168.21.248 4] 4] 4] 4]
msl.yutro.com 192.168.21.249 & r r A
ms2.yutro.com 192.168.21.246 4] 4] 4] 4]
ms2.yutro.com 192.168.21.247 & r r A
ms3.yutro.com 192.168.21.244 & > || ‘@ r A
SonicWall TZ180W 192.168.21.254 oo

SRW2024 192.168.21.240 D@ P
yutro-storage.yutro.com 192.168.21.250 G (}




Website: www.yutro.com
Description: Nag site

Owerview | availability | Response Times | Active alerts | alerts History

Home page URL: www.yutro.com

Monitored URL:  http:/ fwww.yutro.com:80/

Connection:
Content-Length:
Cache-Control:
Content-Type:
Date:

Server:
X-AszpNet-Version:

Website Uptime - 24 hours

W Down
mUp
100.00 %

Network Operations Centar

Latest HTTP Header Capture
keep-alive
8180
private
text/html; charset=utf-8
Wed, 13 May 2009 01:21:11 GMT
Microsoft-115/6.0
2.0.5072

Status: Up .
Search Result: Successful ‘¥

Time Last Updated: 13/05/2009 03:21:11

Website Content Search - 24 hours

W Failed
I Successful

100,00 % [ Mot Executed
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Executive Summary

Company Name: YUTRO.com
Contact Name: Sasa Milasinovic
Period: 01/01/2009 03:35:00 - 30/01/2009 03:35:00
Created On: 13/05/2009 03:37:13
Site Health Managed Acti s
SEFVErs 78.220, PatchAssessments Completed a
Server Availability 99.94% Mew Devices Added z
Patches 100.00% Trouble Tickets Closed 33
MESA 34 TR Remote Sessions 14
Workstations °0.00%
Patches 100.00% Windows Servers 3
MBSA 0.00% Windows Waorlkstations 3
Network 94.00%  SNMP Devices 6
Internet Availability 99.929% Total 1z A W kl M th | t I
Metwork Services Availability 58.08% ee y’ On y’ Qua‘r er y
AlertSummary
Top 5Disk Utilization (Servers) .
Security 33
ms1.yutro.com Device D 1z
evice Down
Ci o240 used NNNNNNNNNNNEERDDND . . . .
[echnical, Security, Business
[og] 68.70% Used 0= ] ! ! !
.
: Executives
ms2.yutro.com Total 66
[oH] 33.00% Used
[=H 3.40% Used

Alert Turnaround
ServerPatch Summary Workstation Patch Summary <15m |<1hr <4 hrs <1day >1day 8

1z 2 1] 25 30

Various of formats (pdf, xml,
csv, xls, tiff, web archive)

ms3.yutro.com 27
rs2.yutro.com 17
Failed - (0) Failed - (0) . .
Installed+Reboot - (0) Installed + Reboot - (0) ms1 yutro.com 14
Needed +Downloaded - (0) Needed + Downloaded - (0)
Notheeded - (0) Notheaded - (0) Lexmark-C510 & I . h d I
. A Delivery Schedules

MBSA Summary

Site Health F0.93%
Total Alerts 1

Remote Sessions z
Incomplete Scan - (5) Patential Risk - (2) Trouble Tickets Closed 1] vu I Ro
I Severe Risk - (7) BN Strong Security - (4)
Patch Assessments Completed i]




Saga Mil ag
sasa@yutro.com
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